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Major Data Breaches and Identity Fraud in Australia: 
Trends and Solutions

Introduction

Australian organisations continue to grapple with frequent and sophisticated cyber incidents, with 
breaches occurring almost daily. High-profile breaches such as Optus, Medibank, Latitude Financial, 
and numerous 2025 incidents (detailed on the Webber Insurance data breach list) highlight the 
persistent threat of identity fraud and cybercrime.

According to the Office of the Australian Information Commissioner, Australia experienced 527 
notifiable data breaches between January and June 2024—averaging approximately three breaches 
per day (source: OAIC report). Typically, only the most significant incidents, such as those involving 
Latitude, attract widespread public attention.

This white paper explores these threats, emphasising the critical role of robust identity verification. 
It highlights PharmacyID’s unique offering as a Document Verification Service (DVS) Gateway 
Service Provider, delivering secure and accessible verification solutions through face-to-face checks 
at over 2,500 pharmacies nationwide, combined with rigorous digital processes.

Recent and Frequent Data Breaches

 In recent years, including 2025, Australia has experienced a significant increase in cyber breaches, 
highlighting systemic cybersecurity weaknesses across various industries. High-profile cases such as 
Optus (10 million individuals affected), Medibank (9.7 million individuals affected), and Latitude 
Financial (14 million individuals affected) underscore these vulnerabilities. 

In 2025 alone, numerous breaches have continued to expose personal and sensitive data at an 
alarming rate, reinforcing the urgent need for improved verification practices. Notable incidents 
include: 

• Australian TFE Hotels (March 2025): The hotel group admitted that recovery from a cyber 
attack is an ongoing process. 

• Brydens Lawyers (March 2025): The prominent Sydney law firm suffered an alleged 600GB 
data breach following a ransomware attack.  

• CI Scientific (CISCAL) (March 2025): The laboratory supplier was listed by the Lynx 
ransomware group, with hackers claiming to have stolen 81GB of data, including human 
resources information.  

• Australian New Zealand Clinical Trials Registry (ANZCTR) (March 2025): A cyberattack 
took down the website for a week, delaying clinical trials.  
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• Wendy Wu Tours (March 2025): The Sydney-based tour agency was listed by the KillSec 
ransomware gang, with hackers claiming to have exfiltrated data, including scans of valid 
passports.  

• Zurich Insurance (March 2025): The insurance giant suffered an alleged data breach, with a 
threat actor claiming to have stolen sensitive company data.  

• Australian Adult Website (February 2025): An adult site confirmed that tens of thousands of 
emails were compromised in a data leak, with a hacker offering 94,000 lines of member emails 
for sale.  

• Riverina Medical and Dental Aboriginal Corporation (February 2025): The healthcare 
provider confirmed a cyber incident that may involve personal data; however, the incident has 
been "contained."  

• Pound Road Medical Centre (February 2025): Hackers published alleged patient data and 
CCTV footage following a cyber incident at the medical centre. 

• Genea Fertility (February 2025): The major Australian IVF clinic experienced treatment delays 
due to a cyber attack 

These incidents highlight the pressing need for robust cybersecurity measures across all sectors to 
protect sensitive information and maintain public trust.  Webber Insurance Services

Major Data Breaches Expose Millions of Identities

A series of data breaches in Australia has underscored the severity of cybersecurity threats and the 
potential for identity theft. These breaches have affected large sections of the population and 
highlight common failures and threats in data security:

• Optus Data Breach (2022): In September 2022, telecommunications provider Optus suffered 
one of Australia’s largest breaches, compromising personal details of up to 10 million current and 
former customers – roughly a third of the nation’s population  en.wikipedia.org

The stolen data included names, dates of birth, home addresses, phone numbers, email addresses, 
and crucial identity document numbers (driver’s licence and passport numbers) en.wikipedia.org

Such information is highly valuable for identity fraud, enabling criminals to impersonate victims. The 
breach, initially described by Optus as a sophisticated cyber-attack, was later attributed to a basic 
security lapse – an unsecured API endpoint – indicating that human error played a key role  
en.wikipedia.org

The attackers demanded a ransom, then unexpectedly withdrew it and released some data, 
illustrating the capricious nature of cyber criminals  en.wikipedia.org

The impact on victims was immediate: millions had to replace identity documents, and authorities 
warned of heightened scam and fraud attempts using the leaked data. The incident sparked public 
outrage and government scrutiny, given the breach’s scale and Optus’s delayed communication with 
affected customers  en.wikipedia.org
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• Medibank Ransomware Attack (2022): In October 2022, Australia’s largest health insurer, 
Medibank, was hit by a ransomware attack that exposed highly sensitive personal and health 
information of about 9.7 million people  upguard.com

Hackers gained access using stolen high-level credentials, then exfiltrated ~200GB of data from a 
customer database  upguard.com

 The compromised records included customers’ names, dates of birth, addresses, phone numbers, 
email addresses, and some identity document numbers (such as passport numbers), as well as 
detailed private health claims data  upguard.com

This made the breach especially serious – beyond identity fraud, victims faced potential blackmail or 
distress from exposure of medical information. The attackers (a cybercriminal group linked to the 
REvil ransomware gang) demanded a US$10 million ransom, and when Medibank refused to pay, 
they leaked the data on the dark web in stages  upguard.com

 The Medibank breach demonstrated the growing trend of “double extortion” – stealing data to 
pressure victims in addition to encrypting systems. It also revealed security gaps (Medibank had not 
implemented multi-factor authentication for access, a point later criticised) and caused significant 
reputational and financial damage. Customers were advised to be vigilant of fraud, as their personal 
and identity information could be misused for scams or identity theft. The incident reinforced the 
need for stronger data protection, especially for sensitive sectors like healthcare.

• Latitude Financial Data Leak (2023): In March 2023, non-bank lender Latitude Financial 
Services disclosed a major cyber-attack resulting in the theft of personal data for up to 14 million 
individuals across Australia and New Zealand  ia.acs.org.au

The breach was notable not only for its size but for the type of information obtained: approximately 
7.9 million driver’s licence numbers were stolen, along with around 53,000 passport numbers and a 
smaller number of Medicare numbers  ia.acs.org.au

In addition, contact information and financial statements were taken for many customers, including 
both current and former applicants. This breach effectively exposed a treasure trove of identity data 
that criminals can use to fraudulently apply for loans, credit cards, or other services in victims’ 
names. Latitude had to suspend its customer onboarding for weeks and incurred an estimated $76 
million in direct costs from the incident  ia.acs.org.au

The Latitude hack, coming on the heels of Optus and Medibank, underscored that financial services 
firms are prime targets and that attackers often seek out stores of identification documents. The 
fallout prompted renewed calls for companies to minimise the retention of ID documents and 
strengthen their cyber defences.

These breaches (among others, such as the 2024 MediSecure incident affecting 12.9 million 
Australians) have collectively exposed tens of millions of identity records oaic.gov.au

Beyond the immediate harm to individuals’ privacy, the leaks provide raw material for identity fraud 
at an unprecedented scale. Fraudsters can pick from millions of stolen identities to bypass remote 
verification checks, open fraudulent bank accounts, take over existing accounts, or commit various 
financial crimes. For the organisations involved, the damage includes customer mistrust, regulatory 
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penalties, remediation costs, and class action lawsuits – a stark reminder of the high stakes of 
cybersecurity. The Optus and Medibank incidents in particular became national wake-up calls, 
prompting government intervention and policy reform.

Evolving Identity Fraud Trends and Cybersecurity Threats

With so much personal data circulating in criminal hands, Australia is witnessing an evolution in 
identity fraud tactics and cyber threats. Key trends include:

• Surge in Identity Fraud and Scams: Identity fraud has emerged as one of the most common 
cybercrime issues affecting individuals. According to the Australian Cyber Security Centre 
(ACSC), identity fraud accounted for about 26% of cybercrime reports in FY2023-24, making it 
the single largest category of reported cyber issues for individuals  cyber.gov.au

Criminals are exploiting stolen personal information to impersonate victims and conduct illicit 
activities – from fraudulent credit applications to impersonating customers in calls to financial 
institutions. Scam activity remains rampant: Australians reported over 600,000 scams in 2023, with 
combined losses of $2.74 billion (though this figure includes various scams beyond identity fraud)  
scamwatch.gov.au

The Office of the Australian Information Commissioner (OAIC) warns that almost every day a breach 
occurs that puts Australians “at likely risk of serious harm,” often manifesting as increases in scams 
and identity theft targeting breach victims  oaic.gov.au

Stolen data is quickly weaponised on dark web marketplaces – cybercriminals sell personal details 
and compromised accounts in bulk, which are then used to commit identity theft or fuel spear-
phishing campaigns aimed at those individuals and organisations  cyber.gov.au

In short, the glut of breached data is directly feeding a rise in identity-related fraud, and no sector 
is immune. Banks, insurers, government agencies, and employers have all reported cases of 
criminals using someone else’s identity details to attempt unauthorised transactions or pass 
verification checks.

• Deepfakes and AI-Powered Fraud: A frightening new dimension to identity fraud is the rise 
of deepfake technology and AI-driven identity deceptions. Deepfakes involve artificially 
generated images, video, or audio that convincingly mimic real people. In the context of identity 
verification, attackers can use AI “face swap” tools or synthetic voice/video to impersonate a 
victim during a remote onboarding or authentication process. Incidents of deepfake-driven fraud 
have skyrocketed – one industry report noted that deepfake face-swap attacks on ID verification 
systems spiked by 704% in 2023  eftsure.com

Fraudsters are increasingly using virtual cameras and AI-generated faces to fool liveness checks or 
facial recognition in online identity proofing systems  eftsure.com

These advances mean that even biometric verification (long considered robust) can be undermined 
by sufficiently realistic AI forgeries. Gartner analysts predict that by 2026, 30% of businesses will 
deem their current identity verification and authentication systems unreliable on their own, due to 
the threat of AI-generated deepfakes itnews.com.au



5

Already, organisations worldwide (including in Australia) have reported a sharp uptick in security 
incidents involving deepfake use. This trend puts pressure on institutions to adopt more sophisticated 
“liveness” detection and multi-factor checks, or to incorporate human verification steps to distinguish 
real individuals from AI imposters. For Australian financial services, which increasingly use digital 
customer onboarding and video-based KYC checks, the deepfake threat is a growing concern. It 
raises the stakes for verifying that a person is genuinely present and not a digital mimicry.

• Data Theft and Extortion as Dual Threats: Cybercriminal groups are combining traditional 
breaches with extortion, as seen in the Medibank case. Ransomware attacks that steal data (not 
just encrypt it) have become common, effectively turning data breaches into leverage for 
extortion demands. If the victim organisation refuses to pay, the stolen data (often loaded with 
personal identifiers) is leaked or sold – multiplying the damage. This puts customers at risk and 
places the onus on organisations to both safeguard data and have response plans that consider 
the fallout of leaks. The persistence of ransomware was noted by the ACSC, which cited 
ransomware and data-theft extortion as a pervasive and costly threat in the past year  cyber.gov.
au

For businesses, this means that robust cyber defences are not just about preventing encryption 
lockdowns, but also about preventing exfiltration of customer identity data. The double extortion 
trend amplifies identity fraud risks, since even if systems are restored, the data ends up in criminals’ 
hands.

• Credential Stuffing and Account Takeovers: Another evolving threat tied to identity is the 
abuse of stolen credentials (usernames, passwords, and personal info) from breaches. Attackers 
use automated credential stuffing – trying leaked email/password combos on banking or e-
commerce sites – to hĳack accounts. With billions of credentials circulating from global breaches, 
and many people re-using passwords, this tactic has a high success rate. Once an account is 
taken over, criminals can update personal details, create new accounts in the victim’s name, or 
drain funds. The abundance of personal data (like DOB, address, ID numbers) also aids in 
bypassing security questions or secondary ID checks. Australia saw a rise in such incidents, and 
the ACSC specifically cautioned that the flood of credentials from breaches increases the risk of 
further compromises  cyber.gov.au

Financial institutions are responding by hardening login security (e.g., mandating multi-factor 
authentication), but the threat reinforces the need for strong identity verification when re-securing 
accounts or verifying users during sensitive transactions.

In summary, the cybersecurity landscape in Australia is marked by higher volumes of stolen identity 
data and more sophisticated impersonation techniques than ever before. Identity fraud is not a new 
problem, but its scale and methods are evolving. For organisations in finance and other sectors, 
these trends translate to higher exposure: any weakness in verifying a person’s identity can be 
exploited – whether through use of stolen data, fake documents, or AI-crafted forgeries. The 
consequences range from financial losses (fraudulent loans, unauthorised transfers) to regulatory 
penalties and reputational damage if the organisation fails to prevent fraud or suffers a breach. 2025 
demands an elevated approach to identity security, combining technology, human verification, and 
rigorous processes to stay ahead of attackers.
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Regulatory and Industry Responses

The Australian government and regulatory bodies have reacted strongly to the recent breaches and 
rising cyber threats, introducing measures to bolster security and reduce identity fraud:

• Tougher Privacy Laws and Penalties: In late 2022, following the Optus and Medibank 
incidents, Parliament passed amendments to the Privacy Act 1988 to significantly increase 
penalties for serious or repeated privacy breaches. The maximum corporate fine was raised from 
$2.2 million to whichever is greater of $50 million, three times the benefit obtained from the 
breach, or 30% of the company’s adjusted turnover  addisons.com

These harsher penalties (among the strictest in the world) signal that organisations will face crippling 
fines if they fail to protect personal data. The Privacy Commissioner (OAIC) also gained enhanced 
powers to conduct investigations and require enforceable undertakings. Notably, the OAIC has 
initiated Federal Court action against Medibank and Optus for their breaches, indicating regulators 
are willing to use these new powers. The threat of massive fines has spurred boards and executives 
to prioritise cybersecurity and invest in stronger data safeguards to ensure compliance with their 
Privacy Act obligations.

• Legislative Reforms for Information Sharing: The federal government moved quickly to 
enable better mitigation of identity fraud after the breaches. It introduced emergency regulations 
to allow companies to share certain compromised identity data with banks and government 
agencies in the aftermath of a breach  en.wikipedia.org

For example, Optus was permitted (and in fact encouraged) to share the licence and passport 
numbers that were exposed with financial institutions and government departments. This 
information-sharing was critical so that banks could monitor those identity numbers for suspicious 
use (and governments could flag them as compromised in verification systems). Additionally, reforms 
to Australia’s Security of Critical Infrastructure Act were proposed to give government agencies more 
power to intervene during major cyber incidents at critical companies en.wikipedia.org

Telecommunications and healthcare are considered critical infrastructure, so these changes aim to 
ensure a faster, coordinated response (including potentially directing a company’s cybersecurity 
actions during a crisis). In essence, the regulatory environment is shifting to facilitate a collective 
defence against identity misuse – breaking down silos so that a breach at one company does not 
automatically translate into unchecked fraud elsewhere.

• National Anti-Scam Centre and Taskforce's: Recognising the broader surge in scams and 
identity crimes, the government established a National Anti-Scam Centre (under the ACCC) in 
mid-2023. This body coordinates efforts between government, law enforcement, and the private 
sector to disrupt scams and provide timely warnings to the public. In its first annual report, the 
Centre noted a decline in losses due to joint interventions, even as scam reports increased 
scamwatch.gov.au

Law enforcement agencies like the Australian Federal Police (AFP) have also ramped up taskforces to 
target cybercrime networks trafficking in Australians’ data. International partnerships are being 
leveraged to shut down major criminal marketplaces (for instance, the Genesis Market, which sold 
stolen device credentials, was taken down in 2023). All these efforts reflect an understanding that 
identity data, once leaked, requires a concerted response to prevent further harm. Agencies are 
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urging businesses to actively collaborate – e.g. by reporting incidents promptly to authorities and 
affected individuals (as mandated by the Notifiable Data Breaches scheme) and by sharing threat 
intelligence.

• Industry Security Uplifts: In the private sector, companies have accelerated security 
improvements in response to both the threats and the regulatory pressure. Banks and financial 
services, in particular, have tightened identity verification for new accounts – many now require 
customers to present identification face to face or use robust digital identity services for higher-
risk transactions. There is also a push to implement multi-factor authentication (MFA) 
everywhere after weaknesses were exposed (Medibank’s breach was enabled by lack of MFA on 
a critical access point)  theguardian.com

Employers are reviewing how they handle identity information of staff and customers: reducing data 
retention (to limit what could leak), encrypting stored ID documents, and restricting access 
privileges. The uptake of third-party identity verification solutions has grown as organisations seek 
expertise – instead of building in-house systems that might be vulnerable, many are partnering with 
accredited providers (for example, utilising the government’s Document Verification Service through 
approved vendors to validate IDs). Cyber insurers, too, are driving change by demanding higher 
standards from insured companies, such as regular security audits and incident response plans.

• Guidance and Standards: Regulators like the Australian Prudential Regulation Authority 
(APRA) have reinforced cybersecurity standards (e.g. APRA CPS 234) requiring banks, insurers, 
and superannuation funds to vigorously protect customer data and report breaches quickly. 
Additionally, the Digital Transformation Agency is progressing a Trusted Digital Identity 
Framework (TDIF) to certify secure digital ID services, and the government is exploring a 
national digital ID system. While digital solutions are encouraged, there’s also recognition (as per 
Gartner’s guidance) that verification systems must evolve to counter deepfakes and advanced 
fraud  itnews.com.au

Experts advise a multi-layered approach: combining biometric checks with device analytics, human 
review, and in cases of doubt, reverting to in-person identity verification  itnews.com.au

 Indeed, some industries are returning to or augmenting face-to-face verification for high-assurance 
scenarios, acknowledging that a trained human checking documents and likeness can catch things 
an automated system might miss. The theme across all responses is clear – security and verification 
practices must keep up with the rapidly evolving threat landscape  oaic.gov.au

Compliance officers and risk managers in 2025 are expected to not only ensure legal compliance but 
actively reduce risk of identity misuse by deploying stronger controls.

The Need for Robust Identity Verification

Amid this environment of frequent data breaches and ingenious fraud attempts, the ability to 
accurately verify an individual’s identity has become both more challenging and more critical. 
Financial institutions and other organisations that deal with customer identities (e.g. banks 
onboarding a new client, employers conducting background checks, lenders verifying a loan 
applicant) are directly in the crosshairs of identity fraud. Several insights emerge:

• 
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• Trust Gap in Traditional Methods: Knowledge-based verification (asking personal questions) 
or simple document scans are no longer reliable when so much personal data is exposed. If an 
imposter can obtain your name, address, and ID numbers from a breach, they can potentially 
pass as you in systems that don’t require physical presence. Likewise, even biometric checks that 
use selfies or video can be fooled by deepfake imagery. Gartner’s analysis stresses that 
organisations are starting to question the reliability of digital-only identity authentication in light 
of AI-driven spoofs  itnews.com.au

 In short, methods that sufficed a few years ago may not meet the threat today. There is a growing 
trust gap – how can you be sure “John Smith” applying online is the real John Smith and not a 
fraudster armed with John’s stolen data or a synthetic likeness?

• Consequences of Failure: If identity verification fails (i.e., a bad actor slips through), the 
consequences can be severe. A fraudulent account or transaction can lead to direct financial loss 
which, in the case of banks, may have to be absorbed or written off. If the fraud is not caught 
early, it could facilitate money laundering or other criminal activities through the institution – 
leading to regulatory scrutiny and potential fines for failing to enforce know-your-customer (KYC) 
obligations. Moreover, victims of identity theft may hold organisations accountable if they feel 
due diligence was lacking in verifying the fraudster. The reputational damage of being seen as 
“the bank that let a scammer open an account under a stolen identity” is significant. Thus, robust 
verification is also about maintaining customer trust and protecting the brand.

• Balancing Security with User Experience: Decision-makers also recognise that making 
identity verification more secure often introduces friction. Customers and applicants dislike 
cumbersome procedures; if too many hurdles are added (multiple branch visits, excessive 
documentation, lengthy delays), it can hurt business and customer satisfaction. The ideal 
solution enhances security without alienating legitimate users. This is particularly important in 
Australia’s diverse population: some individuals (e.g. those with disabilities or who are less tech-
savvy) need verification options that are accessible to them, not a one-size digital process that 
they might struggle with. Hence, flexibility and inclusivity are key. A secure solution must 
accommodate both digital-first users and those who prefer or require in-person assistance.

• The Case for a Hybrid Approach: Given the shortcomings of purely digital or purely manual 
methods, many experts now advocate a hybrid identity verification approach. This means 
leveraging technology for efficiency where possible but incorporating human verification for 
greater assurance. For example, documents can be submitted online and validated against 
government databases (to catch counterfeits), but the final confirmation of identity could be 
done face-to-face, confirming that the person matches the documents. Such an approach can 
thwart remote impersonation attempts because the fraudster would have to physically appear 
and present original documents. In the context of deepfakes, a hybrid model is particularly 
potent – no AI video can walk into a physical location with a legitimate ID document. Thus, a 
strategic use of in-person identity checks at a certain point in the process can drastically reduce 
fraud, even as earlier steps remain digital for convenience. This approach is essentially 
“tightening the net” – making it exponentially harder for an impostor to fulfill all requirements. 
Importantly, advances in networked services mean in-person verification is not as inconvenient 
as it once was; third-party providers now offer nationwide coverage so that a customer can, for 
instance, visit a nearby pharmacy or post office rather than a distant government office to 
complete their ID check.
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In light of these factors, organisations are seeking solutions that deliver high-assurance identity 
verification in a user-friendly way. The goal is to protect against identity fraud (including novel 
threats like deepfakes) and comply with strict regulations, while still providing a smooth experience 
for genuine customers. One solution that embodies this balance of security, compliance, and 
accessibility is PharmacyID – a service that connects digital identity processes with in-person 
verification at community pharmacies across Australia. Below, we explore how PharmacyID’s model 
works and how it addresses the current challenges.

PharmacyID: A Secure and Accessible Identity Verification Solution

PharmacyID is an Australian identity verification service that has gained prominence as a 
robust solution in the post-breach, post-deepfake era. It offers a distributed network of face-to-face 
verification points combined with secure digital technology. Here’s how PharmacyID stands out as a 
mitigation tool against the identity fraud threats discussed:

• Trusted Face-to-Face Verification Network: PharmacyID leverages a network of over 2,500 
pharmacies nationwide as verification points 

These are ordinary community pharmacies where trained pharmacists can perform identity checks. 
For an organisation using PharmacyID, this means their customers or employees can easily complete 
an identity verification by visiting a local pharmacy (there is an extensive reach even in regional 
areas). This face-to-face step is invaluable for security – a pharmacist visually compares the person 
to their photo ID and confirms the document’s authenticity, drastically reducing the risk of 
impersonation. This method “significantly reduces risks associated with cyber-attacks, deep fakes, 
and identity fraud” by ensuring a human in the loop who can catch anomalies that machines might 
miss 

Essentially, even if a fraudster knows all of someone’s details, they cannot easily impersonate them 
face to face under the scrutiny of a professional. Nor can an AI-generated avatar fool a real-life 
verifier. This neutralises many remote fraud tactics.

• Secure Digital Platform (IRAP Assessed): While the final verification happens face to face, 
PharmacyID’s system is underpinned by strong digital infrastructure. It was the first service in 
Australia to offer fully electronic National Criminal History Checks and is IRAP assessed (under 
the Australian Signals Directorate’s security framework) 

All personal data and documents in PharmacyID’s process are stored in Australia on Microsoft Azure 
cloud servers that have also been IRAP assessed 

This means the data security meets high government standards for confidentiality and protection. 
Importantly, PharmacyID’s approach eliminates the need for organisations to store copies of identity 
documents on-site 

When a person’s ID is verified at a pharmacy, the organisation (e.g. a bank or employer) doesn’t 
need to keep a photocopy in their own files – they simply receive a confirmation that identity has 
been verified. By not storing sensitive documents locally, companies reduce their breach exposure; 
even if their internal systems are attacked, there are no troves of passport or licence scans to steal. 
This approach provides “unparalleled peace of mind” by removing a major target for hackers 
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For compliance officers, this model is attractive because it aligns with data minimisation principles 
under privacy law.

• Integrated Document Verification and Compliance: PharmacyID is a Document Verification 
Service (DVS) Gateway Service Provider (GSP) and uses DVS to validate original identity 
documents against official records in real-time. For example, if someone presents a driver’s 
licence, the system checks the licence number with the issuing authority to confirm it’s genuine 
and not expired. This automated check happens behind the scenes and complements the visual 
inspection by the pharmacist. The service is designed to meet ACIC (Australian Criminal 
Intelligence Commission) requirements for identity proofing. PharmacyID is an ACIC-accredited 
provider for Nationally Coordinated Criminal History (NCCHC) checks  In recent years, including 
2025, Australia has experienced a significant increase in cyber breaches, highlighting systemic 
cybersecurity weaknesses across various industries. High-profile cases such as Optus (10 million 
individuals affected), Medibank (9.7 million individuals affected), and Latitude Financial (14 
million individuals affected) underscore these vulnerabilities. 

In practice, this means that using PharmacyID helps organisations ensure they are compliant with 
stringent identity verification standards used for police clearance and anti-money laundering (AML) 
processes. Since PharmacyID was an early provider of Nationally Coordinated Criminal History 
Checks, it has built compliance into its DNA – the entire process, from online application to in-person 
check, aligns with government expectations for secure identity handling. For the financial industry, 
this translates to easier audits and demonstrable due diligence: you can show regulators that identity 
checks were done through an independently audited, high-security service rather than an ad-hoc 
internal process. Additionally, PharmacyID has been assessed under the Information Security 
Registered Assessors Program (IRAP) specifically to handle sensitive data, which gives CIOs and 
CISOs confidence that using the service won’t introduce new vulnerabilities .

• Multiple Verification Pathways (User Flexibility): One of PharmacyID’s strengths is 
flexibility in how people complete the verification, catering to different user needs. The process 
often starts digitally – an individual can enter their details and upload initial documents through 
a secure online portal (which is protected and encrypted) 

For tech-savvy users, this is convenient and quick. The portal itself is designed to be user-friendly 
and accessible, compliant with WCAG 2.1 accessibility standards – an important consideration for 
inclusivity (e.g. vision-impaired users can navigate it, as noted in a Vision Australia case study). After 
the online step, the person is given options: they can choose a nearby pharmacy for the face-to-face 
verification (the system even provides a locator map and a barcode or QR code for the pharmacist 
to scan to retrieve their case) 

Alternatively, for those in remote areas or with mobility issues, PharmacyID can accommodate 
assisted verification through partner staff (as was done with some Vision Australia clients). There’s 
also an option for purely digital verification with secure document upload and a trained PharmacyID 
consultant reviewing the documents remotely 

In all cases, the emphasis is on choice: an individual who is uncomfortable with technology can do it 
almost entirely face to face, whereas someone who is busy can do the prep work online and just pop 
into a pharmacy briefly to show ID. This flexibility ensures no one is left behind. From a business 
perspective, it means higher completion rates – applicants are less likely to drop out of the 
onboarding process due to verification hurdles, because they can choose a method that suits them. 
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It also broadens your customer base to include those who prefer non-digital interactions (e.g. some 
elderly customers trust an in-person process more than an online one).

• Speed and Convenience with Assurance: Despite involving a physical step, PharmacyID’s 
process is efficient. Verifications at the pharmacy are done in real time (usually just a few 
minutes), and results are transmitted instantly via the digital platform. For example, if a bank is 
running an identity + background check through PharmacyID, once the person’s ID is verified at 
the pharmacy, the linked NCCHC check or identity report is completed and sent back 
electronically, often on the same day. This means organisations don’t sacrifice much speed 
compared to fully online verification; in fact, they gain assurance with only minimal extra time. 
Many users find it convenient since pharmacies have long open hours and no appointments are 
necessary in most cases – one can drop by after work or on a weekend. The PharmacyID 
approach essentially outsources the heavy lifting of identity proofing to a specialised network, 
freeing organisations from having to train staff in document verification or invest in expensive 
biometric tech. As noted in the PharmacyID brochure, by automating and centralising these 
checks, clients can “reduce manual workloads, shorten processing times, and minimise errors,” 
leading to cost savings and efficiency 

Overall, PharmacyID provides a compelling solution in today’s risk environment by merging the 
security of face-to-face ID checks with the convenience of an online system. It directly addresses the 
main concerns: data from a breach alone would not be sufficient to fool this process (because the 
person must present themselves and their original documents), and deepfake tactics are similarly 
thwarted. For compliance officers, using PharmacyID means ticking the boxes of government 
standards (IRAP, DVS, ACIC requirements) and significantly lowering the likelihood of an identity 
fraud incident slipping through. For IT and risk managers, it means fewer sensitive files stored 
internally and leveraging a platform that is already rigorously secured and maintained. Next, we will 
highlight specific benefits that PharmacyID offers to decision-makers in the finance industry and 
related sectors.

Benefits of PharmacyID for Financial Industry Decision-Makers

Implementing PharmacyID’s verified identity service can bring a range of advantages for 
organisations – particularly banks, lenders, insurance companies, and employers who handle 
sensitive onboarding or hiring. Below are key benefits, aligned with the priorities of compliance, risk, 
and operations executives:

• Robust Fraud Prevention: By requiring an in-person ID verification step, PharmacyID makes 
it exponentially harder for criminals to succeed in identity fraud. Imposters cannot simply use 
stolen data or fake digital personas; they must face a trained professional who can detect 
inconsistencies. This dramatically reduces the incidence of fraud such as synthetic identities or 
account takeovers using false identities. It also protects against the latest threats like deepfakes 
– no AI trickery can substitute for a real face-to-face interaction 

For a Chief Risk Officer or Fraud Manager, this reduction in successful fraud attempts means fewer 
losses and less time spent on investigations and remediation. It also safeguards customers – 
preventing the nightmare scenario where a customer’s savings are wiped out because someone 
impersonated them to the bank. In short, PharmacyID adds a strong defensive layer that filters out 
fraudsters before they infiltrate your business.
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• Regulatory Compliance and Audit Readiness: Financial entities are subject to strict KYC, 
AML, and privacy regulations. Using PharmacyID helps demonstrate compliance with these 
requirements. The service’s processes align with the Australian government’s identity proofing 
standards (thanks to DVS checks and ACIC accreditation) and its data handling is compliant with 
security benchmarks like IRAP 

When auditors or regulators ask how you verify identities, being able to point to an IRAP-assessed, 
audited third-party system provides confidence. It shows the organisation has taken “reasonable 
steps” (as required by the Privacy Act) to protect personal information during verification. 
Furthermore, because PharmacyID minimizes data retention (no local copies of IDs) , it aligns with 
privacy principles and reduces the risk of a notifiable data breach emanating from your systems. 
Compliance officers will appreciate that the service produces an audit trail of verifications and 
leverages official government infrastructure (e.g., direct document checks) rather than less reliable 
manual methods. In the event of any regulatory query or legal challenge, the organisation can 
demonstrate that it followed best-practice identity proofing by using a trusted provider.

• Deepfake and Digital Fraud Defense: CIOs and Chief Information Security Officers (CISOs) 
are increasingly concerned about the rise of AI-based attacks. PharmacyID offers a practical 
solution to this challenge by incorporating human verification as a bulwark against deepfakes. 
While many tech-only solutions are struggling to keep up with detecting ever-more realistic fake 
videos or images itnews.com.au, PharmacyID’s model simply sidesteps the arms race – you 
cannot deepfake your way through a physical identity check. This doesn’t mean technology is 
abandoned; rather, it’s used smartly (e.g., barcode scanning, secure uploads) in tandem with 
real-world verification. For a CISO, deploying PharmacyID can be part of a layered defense 
strategy, adding “something you are” validation that is very hard to spoof. It significantly lowers 
the risk of a breach in authentication, which if it occurred, could be an entry point for further 
cyber attacks. Moreover, since PharmacyID itself is maintained to high security standards, the 
CISO can be assured that integrating with the service won’t introduce vulnerabilities. It’s 
essentially outsourcing a tricky security problem to specialists who focus solely on identity 
proofing security.

• Enhanced Accessibility and Customer Experience: One might think adding a face-to-face 
step would inconvenience users, but PharmacyID’s widespread availability turns it into a 
convenience. Customers have 2,500+ locations to choose from and often no need to book ahead 

For many people, the local pharmacy is easier to get to (and perceived as more friendly) than a 
corporate office or a government department. This is especially beneficial for customers in rural or 
suburban areas where alternatives might be far away. Additionally, the approach is inclusive of those 
who may struggle with purely digital processes. Elderly customers, people with disabilities (such as 
low vision), or those with limited internet access can still complete their identity verification face to 
face, with help available. This inclusivity was a major factor for Vision Australia (a leading blindness 
and low-vision support organisation) when it chose PharmacyID – the platform’s compliance with 
accessibility standards and the option of assisted verification ensured no individual would be 
excluded 

For Heads of Operations or Customer Experience Managers, this translates to broader reach and 
better service delivery. You won’t lose potential customers due to their inability or reluctance to use 
a smartphone app for identity checks; you’ve given them a comfortable alternative. The process is 
also relatively quick and one-time, which customers find acceptable when the purpose (security) is 
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clearly explained. In fact, doing verification at a community pharmacy can even enhance trust – it 
signals to customers that your organisation takes security seriously and cares about their 
convenience by partnering with trusted local businesses.

• Operational Efficiency and Flexibility: Using PharmacyID can streamline internal workflows. 
HR managers and recruitment heads have found value in it for employee screening – e.g., 
handling NCCHC checks for new hires or volunteers. Vision Australia’s HR team, for example, 
reported much faster processing times and reduced admin burden after switching to PharmacyID 
for their large workforce’s background checks 

The platform automates reminders, provides a dashboard for managing verifications, and can 
integrate with HR or customer management systems via API . This means less manual data entry and 
chasing of documents. For a Head of Operations, the benefit is that staff who previously had to verify 
IDs or track compliance can now focus on core tasks while PharmacyID handles the heavy lifting. The 
cost savings can be notable: eliminating the need for dedicated personnel to witness documents or 
for expensive verification software licenses. PharmacyID’s pay-per-check model is scalable – you 
only pay when you use it – which can be more cost-effective than maintaining in-house capabilities 
year-round. Additionally, since the service keeps up with regulatory changes (e.g., if new ID types 
are introduced or rules change, PharmacyID will update its processes accordingly), your organisation 
automatically stays current without additional investment. This future-proofs your identity 
verification process.

• Fraud Deterrence and Reputation: There is an intangible but important benefit in positioning 
your organisation as one that goes above and beyond to prevent fraud. In the wake of the Optus 
and Medibank incidents, customers are acutely aware of security. By implementing measures like 
PharmacyID, a bank or company sends a message that it values customer security and is 
proactive. This can differentiate you in the market (customers may feel safer dealing with you) 
and protect your brand. Conversely, failing to adapt to the new threat landscape could leave an 
institution exposed to the next big fraud scandal. CEOs and Boards have become directly 
accountable for cyber resilience; adopting a proven solution like PharmacyID can be part of the 
narrative that the leadership is doing everything reasonable to protect stakeholders. In the event 
a fraud attempt is thwarted thanks to strong verification, that’s a crisis averted that won’t make 
headlines or erode trust. Many organisations are now even mentioning their use of advanced 
verification in their customer communications and annual reports as a selling point.

In summary, PharmacyID provides a multifaceted value proposition: it reduces fraud risk, 
strengthens compliance, guards against cutting-edge threats like deepfakes, improves user 
experience for a wide range of customers, and can yield operational savings. These benefits directly 
address the concerns of financial industry decision-makers – from compliance officers worried about 
meeting regulatory duties, to CIOs/CISOs confronting evolving cyber threats, to COOs and CEOs 
focused on efficiency and trust. The service has already proven its worth in practice, as seen next in 
a real-world case study.

Case Study: Vision Australia Enhances Security and Accessibility

To illustrate the impact of PharmacyID, consider Vision Australia’s experience. Vision Australia is a 
large not-for-profit organisation with over 850 staff and thousands of volunteers across the country. 
They needed to perform thorough background checks (including identity verification and NCCHC 
checks) on employees and volunteers, but their previous process was slow, costly, and not fully 
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accessible to all applicants .

In 2022, Vision Australia switched to PharmacyID as their verification solution. The results were 
notable:

• Seamless Implementation: PharmacyID worked closely with Vision Australia to integrate the 
new system. Staff training and platform customisations were completed quickly, and the solution 
went live in approximately two months 

Vision Australia described the transition as “one of the most seamless” they had experienced, 
highlighting PharmacyID’s flexibility and responsiveness to their needs .

• Improved Efficiency: After implementation, Vision Australia reported significantly faster 
processing times for background checks and a reduction in administrative costs 

The automated workflows (like online applications and instant results) and the ability for local 
pharmacy verification sped up what used to take much longer. This efficiency allowed their HR team 
to focus on core tasks instead of paperwork.

• Enhanced Accessibility: As an organisation serving people who are blind or have low vision, 
Vision Australia was particularly impressed with PharmacyID’s accessibility. The online portal 
being WCAG 2.1 compliant meant it was usable with screen readers and other assistive tech 

Moreover, having the option of in-person verification at pharmacies, or assistance from Vision 
Australia staff, ensured that even those with limited digital skills could complete their checks 

This inclusive approach was crucial for them and aligned with their values.

• Security and Compliance Gains: With PharmacyID’s face-to-face verification and secure 
processes, Vision Australia achieved a higher level of assurance in their checks. The identity 
proofing now met government standards (important for an organisation often working with 
government contracts and compliance requirements) 

As a bonus, the switch to PharmacyID eliminated the need to store paper copies of ID documents in 
their offices, reducing data security risks. The organisation felt confident that the mix of digital and 
in-person checks provided robust fraud prevention without compromising privacy.

• Positive Outcomes: Vision Australia’s satisfaction with PharmacyID was evident. They have 
since made PharmacyID their exclusive platform for all Nationally Coordinated Criminal History 
Check, abandoning other providers entirely. They even recommended PharmacyID to partner 
organisations in their network, reflecting the trust built. A representative of Vision Australia 
noted that PharmacyID’s solution “streamlined our processes” and allowed them to focus more 
on their core mission .

The partnership delivered tangible ROI through cost savings and intangible benefits in peace of mind.

For decision-makers evaluating identity verification solutions, this case study demonstrates that 
PharmacyID is battle-tested in a demanding real-world environment. It improved both security/
compliance and user experience – a combination that is often hard to achieve. While Vision 
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Australia’s context was employee and volunteer checks, the same principles apply to customer 
identity verification in finance: a smoother process for genuine users, with stronger barriers against 
fraud. The success story underscores that modernising identity verification with PharmacyID can be 
accomplished quickly and yield immediate benefits.

Conclusion

High-profile breaches like Optus, Medibank, and Latitude Financial have shed light on the serious 
vulnerabilities in the way organisations handle personal data and verify identities. In 2025, the 
stakes of cybersecurity and identity fraud in Australia are higher than ever: vast amounts of leaked 
data fuel increasingly sophisticated fraud schemes, and emerging threats like deepfakes challenge 
traditional verification methods. The trends are clear – identity theft and related fraud are on the rise, 
and attackers are constantly innovating. In response, regulators have tightened laws and are 
pressing organisations to uplift their defences, especially around protecting customer identity 
information. Decision-makers in the financial sector know that they must act decisively to avoid being 
the next victim or weak link.

This white paper has highlighted the need for a secure, reliable, and user-friendly approach to 
identity verification as a cornerstone of fraud prevention. Simply put, verifying that a person is who 
they claim to be is a non-negotiable step in almost every customer or employee transaction – and 
doing it right can thwart a multitude of downstream crimes. Modern threats demand modern 
solutions: approaches that can outsmart fraudsters without putting undue burden on legitimate 
users.

PharmacyID emerges as a compelling solution in this context. By combining cutting-edge digital 
infrastructure with the timeless reliability of face-to-face ID checks, PharmacyID delivers an identity 
verification process that is both highly secure and widely accessible. It addresses the very issues 
raised by recent breaches and fraud trends: it neutralises the risk from stolen data because a hacker 
can’t fake a physical presence; it renders deepfake tricks ineffective; it adheres to the strongest 
security standards to protect data; and it serves the needs of all users, including those who prefer 
non-digital or assisted pathways. Crucially for financial industry leaders, PharmacyID achieves all this 
while ensuring compliance with regulatory standards and improving operational efficiency.

Organisations that adopt PharmacyID can significantly reduce fraud losses, prevent sophisticated 
impersonation attempts, and ensure regulatory compliance in their customer onboarding and 
verification workflows. They also send a powerful message to customers, regulators, and 
stakeholders that security is taken seriously and innovative measures are in place to protect 
identities. In an era where trust is hard-won and easily lost, implementing such a solution can 
become a competitive advantage and a safeguard for the organisation’s reputation.

In closing, the evolving cybersecurity landscape calls for vigilance and proactive measures. Identity 
fraud will continue to be a challenge, but with solutions like PharmacyID, Australian businesses have 
the tools to stay one step ahead of cybercriminals. By leveraging PharmacyID’s secure, face-to-face 
verified checks at over 2,500 pharmacies, financial institutions and employers can fortify their 
defences and provide peace of mind to themselves and their customers. It is a smart blend of 
technology and human assurance – a forward-looking answer to a 21st-century problem, built on the 
simple truth that verifying identity face to face remains one of the surest ways to defeat even the 
most sophisticated digital fraud.


